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Abstract

Searchable Symmetric Encryption (SSE) enables data owners to
securely store encrypted data on untrusted cloud servers while re-
taining the ability to perform secure searches and retrieve relevant
documents. However, standard SSE schemes expose search patterns
(whether two queries are identical), and result patterns (which doc-
uments are returned), making them susceptible to leakage-abuse
attacks that can infer sensitive information such as the queried key-
words and/or document contents. While Oblivious RAM (ORAM)
and Private Information Retrieval (PIR) can hide these patterns,
their high computation and communication overhead often render
them impractical for real-world search workloads. A more efficient
alternative is to obfuscate search and result patterns using Differ-
ential Privacy (DP). Unfortunately, existing DP-based SSE schemes
either provide insufficient query privacy protection, or still incur
substantial performance overhead.

In this paper, we propose FROST, a novel differentially private
SSE scheme that efficiently obfuscates both search and result pat-
terns, while providing strong resilience against all known statistical
leakage-abuse attacks. The core component of FROST is our new
rerandomized PIR (RePIR) scheme designed for private databases,
which allows server-side rerandomization of encrypted PIR query
responses. In FROST, we also introduce a novel method for ap-
plying DP noises to SSE for search result obfuscation using only
simple arithmetic operations. An important property of FROST
is that it requires only a single round of communication, with
small user-side storage as an additional benefit. We fully imple-
mented FROST and conducted extensive experiments over real-
world datasets to rigorously assess its practical performance and
resilience. Our experiments showed that FROST not only effectively
mitigates pattern-leakage attacks while maintaining reasonable util-
ity, but also achieves up to four orders of magnitude faster keyword
search and three orders of magnitude lower bandwidth overhead
than prior DP-based SSE schemes.
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1 Introduction

Searchable Symmetric Encryption (SSE) [83] enables a user to con-
duct secure searches over encrypted data stored remotely on a
server. Typically, the user encrypts both the database and an associ-
ated search index on their local machine before outsourcing them to
the server. When a search is requested, the user generates a query
that allows the server to perform a secure lookup on the encrypted
index and return the relevant encrypted documents, which the user
can then decrypt on their end.

Although both queries and documents are encrypted, the server
can still infer sensitive information during the user’s interaction. In
particular, it can observe which documents are retrieved (revealing
the result patterns) and identify repeated queries (revealing the
search patterns). Many existing SSE schemes [13, 17, 26, 53, 54, 65,
83] permit this type of leakage to maintain efficiency for keyword
search. However, a lot of research [15, 44, 51, 74, 76, 81, 100] has
shown that if the server has some background or partial similar
knowledge about a portion of the stored data or queries, it can infer
the actual queried keywords and/or document content with high
accuracy, posing a severe threat to user and data privacy.

Many improvements have been developed to strengthen the
privacy guarantees of SSE systems, but these often come with
trade-offs in performance. These trade-offs typically include in-
creased communication costs, higher computational demands, and
additional storage burdens on the user side. Solutions using Obliv-
ious RAM (ORAM) [42, 84, 90] or Private Information Retrieval
(PIR) [23, 35, 41, 46, 62] can completely conceal which documents
are accessed in a database. However, ORAM introduces significant
communication overhead, while PIR incurs substantial computa-
tion cost, and both are generally not tailored for secure keyword
search in encrypted databases (an exception for TWORAM [38]).
Another line of research uses distributed/multiparty computation
(MPC) with multiple servers [28, 34, 63, 64] to hide search and re-
sult patterns, relying on the assumption that at least one server
is honest (i.e., the servers do not all collude). To actually retrieve
query-matching documents, these protocols often necessitate mul-
tiple communication rounds, which is an important criterion of
searchable encryption [26] and should be kept minimal. Connectiv-
ity is relatively scarce in isolated areas and mobile IoT networks,
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Table 1: Comparison of FROST with prior encrypted search systems.

Tung Le and Thang Hoang

#Servers Search Leakage Forward Search Complexit
Scheme L Lsearch # Privacy #Rounds Server User ? gommunication
SSE [16] 1 {sp(kw), rp(kw),sv(kw)} X 1 O(aww) o) O(A+n,y)
Sogog [13] 1 {sp(kw), rp(kw), sv(kw)} v 1 O(aw) o) O(A+n,y)
CLRZ [20] 1 {sp(kw), sv(kw)} X 1 O(aww) o) O(A+n,y)
OSSE [81] 1 (2} X 1 O(dwN") 0(dwN) O(dwN)
DORY [28] 2 {2} v 2 O(mN) O(logm+N) O(Alogm + N)
Branch [94] 1 {sp(kw), rp(kw), sv(kw)} v 1 O(aw) o) O(A+n,y)
L-SD4[1C][72] 1 {sp(kw), rp(kw),sv(kw)} v 1 O (log Niw,r) o) O(A+n,y)
| Our FROST [ 1 [ {2} I v 1 1 [ omN) | Om+N) | O(m+N) |

o kw: the input search keyword; sp: Search pattern; rp: Result pattern; sv: Search volume (see §2.2 for more details).
o A: Security parameter; N: Total number of documents; d,,: Number of keywords per document; Ny, s: Number of (keyword, file) pairs; m: Size of
keyword representation per document; a,,: Number of times the queried keyword w is historically added (updated) to the database; n,,: Number of

matched results for keyword w.

o In practice, d,, < m < W, where W is the keyword universe set, and n,, < N.
We assume document identifiers can be represented using a constant number of bits to skip this quantity in search complexity.

+ Public-key pairing operations.

* DORY [28] requires two communication rounds to search and retrieve documents. In DORY, the user needs to decrypt search results computed by

the server first before being able to retrieve documents in the next round.

and round-trip latency can be large. Therefore, minimizing user-
server interactions (preferably one round) is often a major goal (e.g.,
(81]).

To address result pattern leakage in SSE with a single round-
trip, a differential privacy (DP)-based approach by Chen et al. [20]
involves obfuscating the database index prior to outsourcing it. This
ensures the server only observes obfuscated result patterns, thereby
limiting the potential for attacks by such leakage. Nevertheless,
while this method improves security, it does not conceal search
patterns, since the result pattern for each keyword is determined
and remains unchanged once the database is outsourced. As a result,
search pattern leakage still enables several real-world attacks [51, 68,
74-76, 78] to be effective, even when result patterns are obfuscated.
The follow-up work OSSE by Shang et al. [81] obfuscates both
search and result patterns but incurs substantial computational
and bandwidth overhead, which takes about 27 minutes to process
a search query over only 30K documents on a 160-core powerful
server [81, Section IX].

Regarding the security of OSSE, applying DP at the document-
level granularity, as OSSE does, is still an effective approach to mit-
igate existing attacks. The most recent attack on querying schemes
that use DP to protect query and data privacy focuses on “bucketi-
zation” and “partitions with encodings” techniques, which produce
noise at the bucket or partition level during user interactions when
executing search [79]. However, these schemes always return the
requested bucket or partition in the result. The attack leverages the
fact that buckets or partitions returned as result in the same set of
queries would correspond to the same label. Consequently, by ob-
serving the relation in results of sufficient queries, an adversary can
estimate the bounds on label values of buckets or partitions, then
recover the histogram of labels in data. Given that OSSE remains
secure against state-of-the-art attacks under proper differential-
privacy parameters, our goal is to improve its performance while
preserving its security guarantees.

In this work, we propose FROST, which stands for Searchable
Encryption with Efficient Single-Round Obfuscation of Search and
Result Patterns, a new SSE scheme that protects both search and
result patterns with high performance and only requires a single-
round communication. The main idea behind FROST is that it pro-
duces a fresh obfuscation per query by adding false positives and
false negatives to the output results through lightweight arithmetic
operations. More specifically, the high-level idea of FROST search
is to add a random mask onto PIR output, which is known by the
user, followed by using dot product operator with transformation
vectors to set the output as true positives, false positives, or random
non-matches. Our approach is fundamentally different from OSSE,
which requires a large number of additional tokens to obfuscate
real queries, as well as matches and unmatched results, incurring
high computation and bandwidth costs. Instead, we design RePIR, a
new scheme for private information retrieval on a private database,
which outputs the queried data masked with random values that
can be precomputed, facilitating obfuscation for the search results
later. Next, we propose a novel approach for applying DP in SSE.
Intuitively, existing works that hide pattern leakage [28, 49, 63]
structure the search index as a table, where the value ‘1’ at row f
and column w indicates that keyword w appears in document f,
and ‘0’ otherwise. Executing a keyword search is privately retriev-
ing the column corresponding to the queried keyword and filter out
matched documents with value ‘1°. Several works apply Bloom filter
[28, 34, 63, 64] to compress the search index, at the cost of checking
more columns in the online phase. We instead represent these states
‘0’ and ‘1’ as integer vectors, which allows us to leverage dot prod-
ucts to transform these state vectors into arbitrary scalar values. For
keyword search, the user sends transformation vectors specifically
constructed to compute dot products with the state vectors, thereby
collapsing them into precomputable scalar values. Therefore, the
user can configure the transformation vectors to classify search re-
sults to true positives, false positives, or random non-matches. Our
approach with RePIR and state/transformation vectors achieves
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significantly better performance by only using lightweight opera-
tions (i.e., additions/multiplications between 32 and 64-bit integers),
as opposed to OSSE, which relies on computation-heavy crypto-
graphic techniques (i.e., public-key pairing). Also, FROST allows to
perform queries on the encrypted database and receive the matched
documents in the same communication round. (MUSES [63] and
TWORAM [38] require at least 3 and 4 rounds, respectively). More-
over, it requires small user-side storage. Our experimental eval-
uation showed that applying DP is highly effective to mitigate
state-of-the-art query recovery attacks for SSE while maintaining
efficiency for keyword search.

Briefly, inspired by the prior work OSSE [81], which establishes
a strong formal foundation for DP-based SE, our FROST targets the
same DP objective while significantly improving performance. In
summary, our contributions are the following:

e We propose FROST, an SSE scheme whose main features include:
(i) obfuscation of both search and result patterns; (ii) single-
round communication with small user-side storage; and (iii) high
resilience against known practical query-recovery attacks, which
assume that adversaries have access to a substantial amount of
similar data as auxiliary background information, as much as
half of the target user’s dataset (see details in §6).

e We introduce RePIR, a novel primitive for efficient private infor-
mation retrieval on private databases that supports rerandomiza-
tion on the PIR encrypted output, setting the stage for subsequent
secure computations on the retrieved masked data.

e We introduce a new approach to applying DP in SSE effectively.
Our method builds the search index using state vectors, which
are rerandomized upon retrieval through RePIR. We then apply
transformation vectors to output obfuscated search results.

e We fully implemented FROST and evaluated its performance
on commodity servers. Under real environments, experimental
results demonstrated that FROST performs search 460x-10012x
faster with 1152x-3748% smaller bandwidth overhead than OSSE
[81] with the same security guarantees. FROST renders leakage-
abuse attacks leveraging search-pattern and query-frequency
leakage [68, 74] largely ineffective, reducing attack accuracy
from 39.9-81.4% to near-random guessing (~ 0.1%) (see §6.1.1).
Our implementation is available at https://github.com/vt-asaplab/
FROST.

Table 1 compares FROST with prior SSE designs. To our knowl-
edge, FROST is the first SSE that can obfuscate search result patterns
and achieve efficiency simultaneously without using costly oblivi-
ous access primitives or distributed servers. Furthermore, FROST
achieves single-round search, which is important in practice for
high-latency or intermittently connected settings, as it allows the
user to issue a query and later obtain the result without sustained
interaction. We stress that achieving single-round search with pat-
tern obfuscation like FROST is technically challenging, since the
server must directly output the final search result in a single re-
sponse, with no room for extra user-side post-processing (e.g., noise
addition). By contrast, multi-round protocols can leverage existing
techniques such as ORAM or PIR to decouple query execution from
result obfuscation, at the cost of additional interaction.
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2 Preliminaries

Notation. || denotes the concatenation operator. We denote by A
the security parameter and by Z,, the ring of integer scalars modulo
p. We denote Zj, the ring of integer vectors modulo p. We denote

by [n] the set {1,...,n}. x ﬁ [n] means x is selected uniformly at
random from the set {1, ..., n}. Bold small letters (a) denote vectors,
while capitalized bold letters (M) denote matrices. We denote by
(a,b) the dot product of a and b. Given a vector a, we denote
|a| as the cardinality of vector a, and a[i] as the i-th element of
vector a. Given a matrix M, M[i, *] and M[x, j] denote accessing
the row i and column j of M, respectively. M[i, j] denotes accessing
the cell indexed at row i and column j. We denote A ~ B as the
computational indistinguishability between two distributions A
and B.

Let W = {w1, wo, ....., W‘W|} be the keyword universe, and let
|W| denote its size. Let D be a dataset of N documents, sorted by
their ids. D[i] is the i-th document in the dataset; without loss
of generality, we assume id(D[i]) = i. Let D(w) be the list of
documents that contain w ordered by id.

Let BF = (Init, Gen, Vrfy) be a Bloom filter (BF) [11]: (Hj, ..., Hg)
« BF.Init(m, K): generating K mappings Hy : S — [m] Vk € [K]
with two parameters m (BF size) and K; u < BF.Gen(S): comput-
ing the BF representation u € {0,1}" of a given set S; {0, 1} «
BF.Vrfy(u, s): checking if an element s belongs to the set repre-
sented by u. We denote by d « [d]|/A rounding d to the nearest
multiple of A then divided by A, with A € Z, and by d— |d|a/A
rounding down d to the nearest multiple of A then divided by A.
Bit Operations. We denote x <« t and x >> t as the (binary)
left-shift and right-shift operations by t bits of value x.

2.1 Learning With Errors (LWE)

The security of our RePIR scheme (see §4.2) relies on the decision
version of the learning-with-errors assumption [80].

Definition 1 (LWE). Given a set of n basis vectors a; € Zg' repre-
sented by matrix A and a point t € Zg'. The LWE is the problem of
determining a set of secret coefficientss = (51,2, ..., Sp) Withs; € Zg,
such that A - s + e = t mod q, where e is an unknown error vector
consisting of small integers modulo q.

The assumption is parameterized by the dimension of the LWE
secret n € N, the number of samples m € N, the integer modulus
q > 2, and an error distribution y over Z. The LWE assumption

. $ $
then asserts that for a matrix A «— quxn) a secret s «— Zg, an

$ .
error vector e & x™, and a random vector r «— Z*, the following
distributions are computationally indistinguishable:

{(AA-s+e)} = {(Ar).

More specifically, the (n, g, y)-LWE problem with m samples is
(T, €)-hard if all adversaries running in time T have advantage at
most € in distinguishing between the two distributions.
Secret-key Regev Encryption. Regev [80] gives a secret-key
encryption scheme that is secure under the LWE assumption. With
LWE parameters (n, g, y) and a plaintext modulo p, the Regev secret
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key is a vector s & Zg. The Regev encryption of y € Zy is:
(ac) = (a(as)+e+|qg/pl-p) € Zg X Zg,

fore & x- To decrypt the ciphertext, anyone who knows the secret
s can compute (¢ — (a, s)) mod g and round the result to the nearest
multiple of | g/p]. Decryption succeeds as long as the absolute value
of the error sampled from the error distribution y is smaller than
% - Lg/p]. We say that a setting of the Regev parameters supports
correctness error § if the probability of a decryption error is at most
0 (over the encryption algorithm’s randomness).

2.2 Searchable Encryption

Searchable Encryption permits a user to perform privacy-preserving
keyword searches over encrypted documents without leaking the
plaintext of the keyword and documents to the storage server. We
recall Dynamic Searchable Symmetric Encryption (DSSE) that al-
lows both secure keyword search and document update.

Definition 2 (DSSE). A DSSE scheme is a tuple of PPT algorithms
defined as follows:
o (k,st,EDB) « Setup(l’l): Given a security parameter A, it outputs

a secret key k and a state st to be stored locally, and an initialized
encrypted database EDB.

e 5 « SrchTkn(st, k, w): Given a state st, a secret key x, and a key-
word w, it outputs a search token s.

e R « Srch(s, EDB): Given a search token s and an encrypted data-
base EDB, it outputs the search result R.

o (u,st") « UpdtTkn(st,, f, Wf): Given a state st, a secret key k,

a document f and its keyword set ‘W, it outputs an update token
u and a new state st’.

e EDB’ « Updt(u, EDB): Given an update token 1 and an encrypted
database EDB, it outputs an updated encrypted database EDB’.

Definition 3 (Correctness of DSSE). For all security parameter
A, all (k, st, EDB) « Setup(lA), and all sequences of Srch, Updt
operations over encrypted database EDB using tokens generated re-
spectively from SrchTkn(st, k, w), and UpdtTkn(st, x, f, Wr), Srch
returns the correct results w.r.t the inputs (f, W) of UpdtTkn, except
with negligible probability in A.

To define the security of a DSSE scheme, we borrow the concepts
of history, view and trace [81]. The history contains the sensitive in-
formation that the user wants to keep private, namely the document
plaintexts O and the sequence of queried keywords w:

Definition 4 (History). A history over D is a tuple:
Low(t]).

Here, w is the vector of underlying keywords of the t queries.

A partial history of Hy, denoted Hts for s < t, contains only the
sequence of queries up to the s-th query, i.e., H} = (D, w’), where
w = (w[1],...,w[s]).

Next, the view specifies what the server can see when running
the DSSE protocol, namely the document identifiers id(D), the
encryption of each document E(D[i]), an encrypted database EDB,
and the query tokens (trapdoors) s;:

H; = (D,w), wherew = (w[1],w][2],..

Tung Le and Thang Hoang

Definition 5 (View). The view of H; under key k is the vector:
51,...,5,,u1,...,ut)

where s; and n; are the search query token and the update token for
the i-th query, respectively. The partial view Vi (H;) only contains
the tokens up to s and ug, withs < t.

Finally, the trace of a history models the actual leakage of the
DSSE scheme. Before defining trace, we first formulate three types
of leakage of DSSE schemes, including the search pattern, result
pattern, and search volume as follows.

Definition 6 (Search Pattern). The search pattern (sp), denoted as
Oy, given a dataset D and a query vector w is a symmetric binary
matrix of sizet X t such that:

Sulif] = {1 ifwlil = wljl;

0 otherwise.

Definition 7 (Result Pattern and Search Volume). The result
pattern (rp), denoted as Iy, given a dataset D and a query vector w
is a binary matrix of sizet X N such that:

1 ifwli] € D[j];

0 otherwise.

Ow[i, j] = {

The search volume (sv) of a keyword w[i] can be derived from the
result pattern as: sv(w[i]) = Z?LI Iy [, j].

Intuitively, the search pattern reveals which queries have the
same underlying keyword, the result pattern reveals which docu-
ments contain the queried keyword, and the search volume indi-
cates the number of documents that match the queried keyword.

Definition 8 (Trace). The trace of H; is the vector:
T(Hy) = (id(D), N, m, Oy, ).

3 Models

System Model. Our system includes a user and a server. The
user outsources its database, including encrypted documents, and
an encrypted search index to support private keyword search and
document update.

Threat and Security Models. We consider the standard threat
model of DSSE, where the server can be corrupt while the user is
honest [16]. We assume a semi-honest (honest but curious) adver-
sary that adheres to the protocol but attempts to infer information
about the user’s queries and data (i.e., keyword search and docu-
ment updates).

We are ready to define the adaptive semantic security for DSSE.
Informally, the definition states that a DSSE scheme is secure if an
adversary that observes the view can be simulated by an algorithm
that only sees the trace; this implies that the trace captures all the
information that is known by the adversary.

Definition 9 (Adaptive Security of DSSE). A DSSE scheme is
adaptively semantically secure if for all t € N and for all (non-
uniform) probabilistic polynomial time algorithm (the simulator)
S such that for all traces T; of length t, all polynomial samplable
distributions H; over {Hy : T(Hy) = Tz} (i.e., the set of histories with
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trace Tz ), all functions g : {0, 1}|Ht| — {0, l}pc’]y('H‘D, all0 <s <t,
and sufficiently large A:

[Pr[A(VE(Hy)) = g(H})] - Pr[S(T(H})) = g(H;)]| < 8(A),

where Hy «— H;, (k,st,EDB) « Setup(l’l), and probabilities are
taken over H; and the internal coins of A, S and the underlying
Setup, SrchTkn, Srch, UpdtTkn, Updt algorithms.

We introduce a leakage function family Ly = {LsetuP, LIS_{Ch,

H

L;Pdt} to control exactly the information of history H leaked
during setup, search, and update, respectively. When an oracle
is queried for the ¢-th operation, any function in L is instantiated
with H being the history consisting of the first (¢ — 1) operations
and with the ¢-th operation as a function input. It records the leak-
age incurred due to the last operation while taking all historical
operations into consideration. We omit H if there is no ambiguity.
Before any query (i.e., H = {@}), £ = L3P,

Definition 10 (Forward Privacy of DSSE). An adaptively-secure

DSSE is forward-private if the update leakage szdate (fsWr) of

any update (f, Wy) can be written as L' (f), where L’ is stateless.

Differential privacy (DP) [31] is a widely recognized formal
framework for protecting privacy, and it has been adopted in vari-
ous domains, such as database security [20, 81, 89, 91]. The notion
is defined by a privacy parameter €, which guarantees that when
two neighboring inputs are given to a DP algorithm, the probability
of obtaining any particular output remains nearly the same. As a
result, an observer cannot reliably infer sensitive information about
the underlying input from the output. Here, we represent a DSSE
scheme as a function SE that takes the user input (a dataset D and
a query vector w) and outputs the leakage (a trace T). We borrow
the definitions of differential privacy for documents and keywords
of DSSE from [81], which imply search result pattern and search
volume protection as follows.

Definition 11 (Differential Privacy for Documents [81]). A
DSSE characterized by function SE provides e-DP for documents iff
for any keyword list of length t, w € W, for any pair of neighboring
databases D, D’ € 22" (they differ in exactly one position i and
exactly one keyword w, i.e, w is in either D[i] or D’[i] but not
both), and any trace T, the following holds:

Pr[SE(D,w) = T] < e! *Pr[SE(D’, w) = T]. (1)

We refer to this notion “differential privacy for documents” in-
stead of “for result and volume patterns”, since the hidden variable
in this definition is the database that contains the documents, 9. In-
tuitively, satisfying the above definition guarantees that no one can
determine if a document contains a keyword given the trace. This
indicates that a DSSE that provides e-DP for documents also pro-
vides e-DP for result pattern and search volume since the similarity
in result pattern implies the similarity in search volume (formally
stated in Corollary 1). Note that document size leakage in search
result is considered out-of-scope in our work.

Definition 12 (Differential Privacy for Keywords [81]). A DSSE
characterized by function SE provides e-DP for keywords iff for any

database D € 22W,for any pair of neighboring keyword lists w,w’ €
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wvl w and w’ differ in only one element, w[i] # w’[i]), and any
trace T, the following holds:

Pr[SE(D,w) =T] < e%€Pr[SE(D,w’) = T]. (2)

Here, d is the number of different documents between D (w|i])
and D (w’[i]). A scheme that ensures differential privacy makes it
difficult for an observer, even when considering the trace (permit-
ted leakage), to distinguish whether the user’s query corresponds
to one keyword list or the other. Consequently, this property en-
sures search pattern privacy, preventing the server from inferring
whether two queries are associated with the same keyword.

4 Rerandomized PIR (RePIR)

PIR [23, 41, 46] enables private retrieval on a public database (owned
by the server) without revealing the queried data. We propose a new
PIR-based scheme for private database (encrypted and owned by the
user) that supports output rerandomization, allowing a fresh ran-
dom mask to be applied to the retrieved result. In other words, our
scheme permits the server to obtain the content of the queried item
that is decrypted and then re-encrypted with a new mask (without
leaking the corresponding item index). We introduce RePIR, which
stands for Rerandomized PIR, formally defined as follows.

4.1 Definitions

Definition 13 (RePIR). A RePIR scheme is a tuple of PPT algorithms
defined as follows:
e (x,st,EDB) « Setup(lA, IDX, N, m): Given a security parameter

A, and an index IDX of size N X m, it outputs a secret key k, a state
st and an encrypted database EDB.

e (qu,r) « Query(v, k,st): Given an indexv € [m], a secret key x
and a state st, it outputs a query qu and a random mask r.

e d «— Answer(qu, EDB): Given a query qu and an encrypted data-
base EDB, it outputs a masked result d = IDX[* 0] Br.

Correctness. When the user and the server execute the RePIR pro-
tocol faithfully, the user should recover its desired data column with
all but negligible probability in the implicit correctness parameter.
We say that a RePIR scheme has correctness error § if, on index size
N x m, with N, m € N, for all indices IDX = [d1 d, ... dm],
and for all indices v € [m], the following probability is at least 1 —5:

(x,st,EDB) « Setup(1%, IDX, N, m)

(qu,r) < Query(v, k, st)
dy — Answer(qu, EDB)

Pr| dymr=4d,:

Security. The user’s query should reveal no information about
its desired data column. That is, we say that a RePIR scheme is
(T, €)-secure if, for all adversaries A running in time at most T, on
index IDX of size N X m, and for all v1,v2 € N:

Pr[A(1N, qu) = 1: (qu,_) « Query(oy, K, st)]
—Pr[AGQN, qu) = 1: (qu,_) < Query(va, K, st)]| < €.

4.2 Our Concrete RePIR Scheme

We introduce our RePIR construction for private information re-
trieval, which supports fresh random masking for each query. Fig-
ure 1 presents our RePIR scheme. Given an index IDX of size N X m,
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The parameters of the construction are an index representing as a matrix IDX €
Z}J:ixm‘ LWE parameters (n, g, y) with q is a prime number, a ciphertext modulus
p < g, aplaintext modulus p” - 2**! < p, a LWE matrix A € Z:I"X", secret random
matrices B € ZZX" with linearly independent rows, and C € qu\lxn‘ We use PRF
F:{0,1}* x {0,1}* — Zp for encryption. Matrices B and C can be derived in
practice using PRF F : {0,1}* x {0,1}* — Z; Define the scalar A « | g/p] € Z.

Setup(lA, IDX, N, m): > Executed by the user

ck & (o, 1)

: Initialize st «— (stq, stz,...,stn ), wherest; « Ofori € [N]
: fori € [N],j € [m] do

EIDX[i, j] « (IDX[i, j] << z) + F(x, jllillst;) € Zp

: B[i,*] « F(k,i) fori € [n] s.t. B™! exists

. C[i,*] « F(x,i||st;) fori € [N]

: Compute hint — EIDX - A-B~! - C € Z)*»

: Return (k, st, EDB « (EIDX, hint))

% N U R W

Query (o, K, st): > Executed by the user
1: B[i,*] « F(x, i) fori € [n]; C[i,*] « F(x, i||st;) fori € [N]

2: Sample s & Zg and e & Xue— 0™ ufo] =1

3: Compute s HB-SGZganquA-s+e+A-u€ZZ’

4: Sample r & Zgl, and compute t «— [C - s’ [o/A € Zg’
5: fori € [N] do

6: m[i] « (r[i] <« z) —t[i] = F(x, o|i||st;) € Z,
7:

Return (qu < (q,s’,m),r)

Answer(qu, EDB):
8: Parse qu = (q,s’,m), and EDB = (EIDX, hint)
9: Compute& «— [EIDX - q - hint-s"]a/A € Zﬁ]
10: Returnd «— (d+m) >> z € Zg,

> Executed by the server

Figure 1: Our proposed RePIR scheme.

the user wishes to query for a column at index v € [m]. The user
builds a unit vector u € Z;” (i.e., the vector of all zeros with a single
‘1’ at index v), element-wise encrypts it using Regev’s LWE-based
encryption scheme (§2.1), and sends this encrypted vector to the
server. The server computes the matrix-vector product between
the index and the query vector, followed by unmasking the hint
while also adding a random value to the final output. The added
random value is fresh per query and can be precomputed by the
user, setting the stage for later computation/processing steps on
the new masked data if necessary.

We assume that IDX € Zl’?{xm is encrypted to protect confiden-
tiality. RePIR employs a pseudorandom function (PRF) function F
whose output is in Zp for encryption. Furthermore, RePIR needs to
reserve a bit in the original data before encryption to avoid round-
ing error when evaluating the output answer (RePIR.Answer, lines
9-10). Note that |a+ b]a/A = a+ |b]a/A+e, wheree € {0,1} isa
small error. Thus, “reserving” a bit for the error in the data before
being encrypted with PRF can “rule out” such error after unpacking
the hint, rounding then adding the random mask in the later step.
Assume that p’ - 271 < p, with z = 1. For each IDX[i, j] with
i € [N] and j € [m], the user encrypts it using a pseudorandom
function (PRF) F : {0, 1}4 x {0,1}* — Zp as:

EIDX[i, j] « (IDX[i, j] << z) + F(x, jl|i||st;) (mod p),
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where st; is the update state of the data in row i (a counter initial-
ized with 0, and incremented by one for each update). The final
encrypted index is EIDX € Zg xm

SimplePIR [46] uses Regev encryption to encrypt PIR queries,
but the hint is stored on the user side, which is large in our case if
applied for SSE because of the LWE parameter n (e.g., n = 2048),
and also the server cannot unfold the hint since that reveals the
queried data. As our output is masked with a random value, we
propose a new approach to store the hint on the server. Let (n, ¢, y)
be LWE parameters, where g is a prime number, and A is a LWE
matrix. Let B € Z/7" and C € ZN*" be two secret random matrices
independent of the database that can be derived in practice using
aPRF F : {0,1}" x {0,1}* — Z7 as: B[i,*] « F(x,i) fori € [n],
and C[i,*] « F(x,i||st;) for i € [N]. Conditioned on B having
linearly independent rows over the prime field, its inverse B!
exists. Therefore, the user computes and outsources a hint to the
server as

hint — EIDX-A-B™'-Ce quvx”,

Lets & Zg and e & x™. The Regev encryption of a unit vector

ue ZZI (u[o] =1and u[j] =0V # v) is a vector:
q=Enc(u) « (A,A-s+e+|q/p]-u) (mod g),

Matrix A is a pseudorandom matrix and can be used to hide
polynomially many secrets s, provided that each query uses an
independent vector s and error vector e. Also, the user computes
the mask m as follows:

t— |C-s"|p/A (mod p), T & Zg,,
m[i] « (r[i] < z) - t[i] = F(x,vl|i[|st;) (mod p),

fori € [N].Lets’ « B-s € ZZ Under the LWE assumption
(§2.1), given (A, A - s+e), recovering the secret s is computationally
hard. Also, B is a secret matrix whose linearly independent rows

form a basis that spans Z,’;

Together with the encrypted query q, the user encloses s’ and m for
decryption, removing the complementary hint incurred by C - s/,
and adding a random mask value r simultaneously. The server uses
the encrypted query to retrieve the queried data EIDX[+,v] but
hidden by the complementary hint value C - s”:

- . $ 2
, therefore B - s < I, where I « ZZ.

d = [EIDX - q - hint - s’ [ /A
=[EIDX-(A-s+e+A-u)
—(EIDX-A-B7Y)-B-s+C-s'Jp/A
=[EIDX-A-u+C-s" +EIDX-ejp/A
= EIDX[*,0] + [C-s"]a/A + ¢’ (mod p),

with e’ € {0,1}N and ¢'[i] € Zp. After unpacking the hint, the
server continues to remove the complementary component |C -
s’|a/A, then obtains the retrieved data IDX[+, 0] masked with a
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Setup(lA):
1: IDX < 0ON>*™ where IDX[, j] € Z;, fori € [N]and j € [m]

2: (k,st,EDB) « RePIR.Setup(lA, IDX, m, N)
3: return (k,st, EDB)

> Executed by the user

Figure 2: FROST setup algorithm.

random value r by adding m:
d[i] = (d[i] + m[i]) >> z
= (EIDX[i,0] + |C - s’ Ja/A[i] + €' [i] + (r[i] < z)
—LC-§"Ja/A[i] - F(x,ollillsts)) 3> z
= ((IDX[i, 0] << 2) + (r[i] << 2) +€'[i]) >> z
= IDX[i,v] +r[i] (mod p),

for i € [N]. RePIR outputs correctly as long as for all i € [N], the
absolute value of the error (EIDX[i, ] - e) is less than or equal to

A= 1q/p]-

Theorem 1 (RePIR). On database size N X m, correctness failure
probability 8, adversary time T, and security failure probability €, let

o x be the discrete Gaussian distribution with variance a2,

o (n,q, x) be LWE parameters achieving (T, €)-security for m LWE
samples, and

e peNandp’ €N be a ciphertext and a plaintext modulus, respec-
tively, chosen to satisfy p’ - 2°*! < p and

lg/p] > V2/2- 0 p-+m-In(2/5). ©)

. $ - .
Then, for a random LWE matrix A «— Zf]”x", RePIR is a (T —
O(m), €)-secure PIR scheme on database size N X m, over plaintext
space Zy , with correctness error 6.

ProoF. See Appendix A. O

We prove RePIR security via query indistinguishability (Lemma 1
gives single query and Corollary 1 extends to Q queries via hybrid
arguments). Therefore, this implies RePIR is simulation-based se-
cure (SIM-secure), since RePIR query transcripts can be simulated
from allowed leakage (e.g., public parameters N and m).

5 Our Proposed FROST Scheme
Building on RePIR, we present our proposed FROST scheme.

5.1 Search Index Initialization

In FROST, the user builds an index for keyword-document repre-
sentation. For high-level idea, we use a probabilistic data struc-
ture (i.e., BF) to create a compressed index. Suppose there are N
documents, the user extracts a set of unique keywords Wy for
each document f € [N] and computes its BF representation as
ur « BF.Gen(Wy) € {0,1}™. The search index contains N BF
vectors, which is interpreted as an N X m binary matrix IDX =
[ug,uy,...,un] € {0, 1}N*™ Searching a keyword incurs checking
BF membership by reading K columns dg, (1), A, (w)> - - > Hg (w)
in IDX, where dg, () = IDX[*, Hi(w)] for k € [K], with Hy is
a mapping of BF and K is the BF parameter (defined in §2). The
keyword w appears in document i € [N] iff Zszl dg, (w)[i] =K.

SrchTkn(st, k, w): > Executed by the user

1: TPSet « {@}, FPSet « {2}
2: fori=1to N do
> Sample TPSet and FPSet independently with probabilities p and q, resp.
3 With probability p: TPSet < TPSet U {i}
4 With probability q: FPSet « FPSet U {i}
5: Initialize mv « 0N e ZN
6: for k = 1to K do
> Create a RePIR query for retrieving column ug with k € [K]
7: ug — Hi(w), (qug, i) < RePIR.Query (u, k, st)
> Create a transformation vector and compute the corresponding
> match value for each document, depending on whether the document
> is selected as a false positive, a true positive, or a random non-match
8: fori=1to N do

9: Vam < F* (1, ug [lillst: 10) + re [i] € Z7,

10: Vi — F* (i, ug ||i||st; ]| 1) + g [i] EZ;,

11: if i € FPSet then > If document i is selected as a false positive
$

12: Sample y;r — Zy

13: Compute X; ¢ € ZI’;, .t (Vams Xik) = (Vm, Xk ) = Yik (mod p’)

14: else if i € TPSet then » Else if document i is selected as a true positive
$

15: Sample x; ;. — Z;,; and compute y; x < (Vm,X; k) (modp’)

16: else > Otherwise, document i is selected as a random non-match

$ $
17: Sample X; . < Z;, and y;r — ZP'
> Store transformation vectors and accumulate match values
18: tvi [i] & xi; mv[i] < mv[i] + y;x (mod p’)
19: return s « ({(qug, tvi) tke[x]> MVv)

Srch(s, EDB):
0: Parse s = ({(qug, tvi) tke k], MV)
21: fork =1to K do

> Retrieve the column w.r.t query qu; and obtain the rerandomized output
22: dy « RePIR.Answer(qu, EDB)
23: fori=1to N do

> Compute dot product with the given transformation vector

24: di[i] « (di[i], tve[i]) (mod p”)
25: for k =1to K do
26: d e Zf:l dg (mod p’)
27: R« {2}
28: fori=1to N do
29: if d[i] = mv[i] then R «— R U {i} » Check with the given match value
30: return R

> Executed by the server

)

> Accumulate results over K columns

Figure 3: FROST search algorithm.

Updating a document f recreates a new BF representation of the
updated keywords and overwrites the corresponding row IDX] f, %].
The user can build a secure search system using RePIR with
IDX as input index, similar to the existing work using PIR [28]. In
particular, RePIR allows the user to identify query-matching docu-
ments without revealing them directly as the results are masked
with random values. The user can then unmask these values to
know which documents are matched, followed by using other tech-
niques (e.g., ORAM) to retrieve the documents without exposing
the result pattern. In this work, we propose FROST, a new scheme
that achieves single-round-trip keyword search while protecting
search result pattern and search volume with differential privacy.
We first introduce a new approach in building the search index to
facilitate obfuscating the results of keyword search via dot products
as follows. We assume that IDX[i, j] € Zﬁ), fori € [N] and j € [m]

and F* is a PRF with secret key k as input and output a value in Z;,.

A value at row i and column j in the search index is represented by
an integer vector generated as v, <« F*(k, j||i||st;||1) € Z¢, if key-

word j appears in document i (i.e., corresponding to match value 1),
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UpdtTkn(st, x, f, Wr):

DU {O}m;st}<—stf+1

> Executed by the user

1
2: for j =1tomdo
3 u[j] « F* (rc,j||f||st}||0) € Z;, > Initialize an empty BF
4: for each w € Wf, k=1toK do > Insert keywords into BF
5 ok« He(w) ufoe] < F (i, oellf lIst 1) € 27,
6: for j =1tomdo > Encrypt the updated row with PRF
7 W[l (ulj] < 2) + F(x, jl fllsty) € Z,
8 B[f.*] « F(x, f) for f € [N]:C'[f.*] « F(x. fllst})
> Update the corresponding row of the hint
9: hint} —u' -A-B7! - C'[f,*], where hint}[j] € Zf; for j € [n]
10: return (st’,u « (f,v’, hint'f))

Updt(i, EDB):

11: Parse u = (f,v’, hint}) and EDB = (EIDX, hint)
12: EIDX[f, *] « u’, hint[f, *] « hint’f

13: return EDB’ « (EIDX, hint)

> Executed by the server

Figure 4: FROST update algorithm.

and v < F*(k, j||i]|st;]|0) € Z;, otherwise (i.e., corresponding to
non-match value 0). In keyword search, the user sends transforma-
tion vectors tv to compute dot products with these state vectors (i.e.,
(Vm, tv) or (Vnm, tv)), collapsing them into scalar values that may
belong to true positives, false positives, or random non-matches.
Also, the user encloses a match value mv for the server to identify
matched/unmatched documents, which corresponds to the true
value if the document is a match, i.e., mv = (v, tv).

Setup. Figure 2 presents the setup procedure of FROST. The user
initializes an empty search index IDX of size N X m, where N is
the number of documents and m is Bloom filter size, then executes
RePIR.Setup algorithm with security parameter A, IDX, N, and m
as input to generate three components: a secret key «, a local state
st, and an encrypted database EDB. Note that Figure 2 follows the
standard DSSE interface, where IDX is initialized as empty. If a full
database is already available, IDX can instead be populated by doc-
ument update, which is described in §5.3, for setting corresponding
IDX entries during setup.

5.2 Keyword Search

Search result is the set of documents returned by the server in
response to a query. In differentially private systems, the output may
include documents that lack the target keyword or omit documents
that do contain it. The impact of this inaccuracy can be described
using two measurement metrics:

o True Positive Rate (TPR): the probability that the server returns
a document that contains the queried keyword in a response to
a query.

o False Positive Rate (FPR): the probability that the server re-
turns a document that does not contain the requested keyword
in a response to a query.

In most cases, the user aims for large TPR values (e.g., 0.95-0.99)
and low FPR values (e.g., 0.025-0.2). We present the search protocol
of FROST in Figure 3. To search for a keyword w in a database of
N documents, the user computes its BF representation as column
indices (u1,uz, ..., ux), and creates corresponding RePIR queries
for each ug with k € [K] (SrchTkn algorithm, lines 6-7). To execute
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a single-round-trip search while obfuscating search result patterns,
the user first specifies which results should be true positives (TP,
with high probability TPR =~ 0.95-0.99), false positives (FP, with
low probability FPR ~ 0.025-0.2), or random non-matches (the
remaining ones) (lines 1-4). Followed by creating RePIR queries
for retrieving K columns, the user adds false positives and false
negatives to the final output as follows. For each state vector (v or
Vnm) at the retrieved column k and row i, for allk € [K] andi € [N],
the user sends a transformation vector (tv) x; j € 7!, depending on
whether document i belongs to true positives (TP), false positives
(FP), or random non-matches set. For each document i € FP, the
user computes X; ;. such that the dot products between x; j with
match value v, (i.e., value ‘1’), and non-match value vy, (i.e., value
‘0’) are the same, i.e., y; g < (Vm,X; k) = (Vam,X; k) (mod p”) (lines
11-13) as follows:

xikljl & Zp, forj € [\ (1),
2yt (m T = vam )% [J]
Vam [[] = v []

where [ € [£] such that vom [I] # v [[]. The purpose is to make y; x
the same regardless of the actual value in the search index, which
can be either v, or vpm, thereby enforcing the document to appear
in the search results. By contrast, for each document in TP, the
user takes a random x; ;. and computes y; ;. < (Vm,X; ) (mod p’),
which is the correct dot product value between match value vpy
and x; . (lines 14-15). A document in the TP set is returned in
the search result if it truly contains the queried keyword, which
corresponds to the value vy, in the search index. For the remaining
documents that do not belong to either TP or FP, the user takes as
random values for x; ;. and y; ., such that these belong to random
non-matches with a high probability (lines 16-17). To let the server
know whether document i is a match or not, the user computes
match value (mv) as mv[i] = Zle y;r (mod p’), which is the
summation value of y; ;. for K columns with i € [N] (line 18). It is
used on the server to check and return the matches as the search
output (Srch algorithm, lines 25-29). Note that we can get a true
positive if the document is correctly selected as a true positive (with
probability p), or when it is not but randomly selected as a false
positive (with probability q), i.e., TPR =q+ (1 —q)p = p+ (1 - p)q.
The probability of false positive is FPR = q. In our scheme, the
value ¢ is a security parameter, which is chosen to ensure that the
probability of two duplicated transformation vectors is negligible.
For example, with p” being a 24-bit prime number and ¢ = 5, the

x,-’k[l] — €Zy,

probability of duplicates is 1/224U=1) = 279 (since X; k[1] is not
randomly selected for FP cases), which is negligible.

5.3 Document Update

FROST supports document update as other bitmap-based dynamic
encrypted search schemes (e.g., [28, 49, 63]). We present the update
procedure of FROST in Figure 4. Given an updated document with
identifier f and a set of its keywords ‘W, the user increments
the counter state value corresponding to document f as st'f —
sty + 1 (UpdtTkn algorithm, line 1). The user computes the new
BF representation u € Z{, of the updated document with input
keywords Wy (lines 2-5). The user encrypts u with PRF key «



Efficient Single-Round Obfuscation of Search and Result Patterns in Searchable Encryption

and the incremented counter state value st’. as u’[j] « (u[j] <
z) + F(xk, ]||f||st}) (lines 6-7). Also, as the row corresponding to

the updated document changes, the hint at row f also needs to
be updated as hint} «—u -A-B7! - C'[f, %], where C'[f, *] «

F(x, f ||st}) (lines 8-9). Finally, the user sends the update token u

including the document index f, the updated encrypted row u’, and
the updated hint hint'f to the server to update its encrypted search

index and hint accordingly as EIDX[f, ] < u’, and hint[f, ] «
hint} (Updt algorithm, lines 11-12).

5.4 Optimization

We present several optimization strategies that can be applied to
our FROST scheme to further improve its practicality.

Reducing computation overhead by batching user queries.
Similar to PIR techniques [46, 50], we can apply “batch RePIR”
to allow the user to fetch K columns at server-side cost < K -
m - N, without increasing the hint size. The idea is to randomly
partition the index of m columns into K chunks, each represented
as a matrix of dimension N-by-m/K. If the K columns that the
user wants to fetch fall into distinct chunks, the server can obtain
these columns by running RePIR once on each index chunk. This
evenly-partitioned characteristic of BF is desirable in PIR settings,
where the entire index must be traversed to prevent pattern leakage.
BF can be tweaked to achieve this while maintaining the same FPR
at the cost of a larger BF size m (see Appendix B). However, with
standard BF, more than one of the user’s desired columns may fall
into the same chunk. In this case, the user can make A RePIR queries
to each of the K chunks to achieve the failure probability 2-0W)
[6, 50]. This optimization saves on server work as long as 1 < K.
However, it requires the user to send additional transformation
vectors to eliminate the influence of redundant columns retrieved
due to batching queries.

Optimizing TPR and FPR. The TPR and FPR can be palliated
at the expense of an increase in the cost of the protocol: The TPR
can be increased by replicating documents on the server side, di-
viding each document into L shards and requiring [ < L shards
for document recovery [20]. This incurs an extra communication,
computation, and server storage cost. Likewise, false positives can
be trivially filtered out by the user when checking whether or not a
returned document contains the queried keyword. Thus, the effec-
tive cost of false positives is bandwidth consumption. As discussed
earlier, existing SSE schemes balance privacy, performance, and
utility in different ways. Schemes that leak search and result pat-
terns often achieve high performance and utility, whereas stronger
privacy solutions, such as ORAM or PIR, tend to introduce higher
computation, communication, or user storage costs. We aim to
design a middle-ground approach that obfuscates search result pat-
terns with a trade-off between privacy and utility while remaining
efficient in terms of computation and bandwidth costs.

5.5 Analysis

5.5.1 Complexity. We analyze the online asymptotic cost of FROST.
We consider the number of bits of modulo p, p’, ¢, the LWE pa-
rameter n, parameter ¢, and the value of the BF parameter K as
small constants. Let N be the number of documents. We implicitly
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include the cost for deriving the n X n matrix B, which is O(1)
(as n is constant), and the cost for deriving matrix C, which is
O(N - n) = O(N), to the search and update cost of the user in the
following analysis. To search for a keyword w, the user creates a
query qu of size O(K - (m+ N +n) - £) = O(m + N). Also with
each document, the user sends a transformation vector tv of size
O(¢-K) = O(1), and a match value mv of size O(1) for comparison.
Therefore, the overall user’s computation and bandwidth cost in
search is O(m + N).

For keyword search, the server incurs O(K - N -m - £) = O(N -
m) modulo additions and multiplications for retrieval. The server
performs O(K - N - ) = O(N) multiplications for dot products,
followed by O(N) additions and comparisons to obtain the final
matches. The overall server computation cost per search query is
O(N-m+N)=0(N-m).

To update a document, the user creates a new BF representation
of size O(m - £) = O(m), followed by encrypting it, together with
the hint of size O(n - £) = O(1). Thus, the total user’s bandwidth
cost and computation cost per document update are both O(m).
The server does not incur any computation other than replacing
the user’s database components (i.e., a row in the index and hint).

For storage, the user stores a secret key k of size O(1), and
matrices independent of the database that can be derived from a PRF
with the secret key k including: matrix B of size O(n-n-¢) = O(1),
and matrix C of size O(N - n - £) = O(N), and a LWE matrix A of
size O(m - n - £) = O(m). The user stores a counter state st of size
O(N). The server stores an index of size O(K-N-m-£) = O(N -m),
and a hint of size O(N - n-£) = O(N). In summary, the total server
storage cost is O(N - m).

5.5.2  Security Analysis. We state the differential privacy for docu-
ments and keywords of FROST, implying search result pattern and
search volume privacy, also the adaptive security of FROST when
the underlying RePIR is SIM-secure as follows.

Theorem 2. FROST provides e-DP for documents and keywords,
where € = In (% %), withTPR =p + (1 — p)q and FPR = q.

Note that the resulting differential privacy parameter € of FROST
is identical to that of OSSE. We adapt the differential privacy proof
of OSSE [81, Appendix A] to prove our Theorem 2, with details
given in Appendix C.

Corollary 1. FROST provides e-DP for documents and keywords,
resulting in e-DP for search result pattern and search volume.

Theorem 3. FROST is adaptively semantically secure by Definition 9,
and achieves forward privacy by Definition 10.

We adapt the semantic security proof of OSSE [81, Section VI]
to prove our Theorem 3, with details provided in Appendix D.

6 Experimental Evaluation

Implementation. We fully implemented all our proposed tech-
niques in C++ consisting of about 1,200 lines of code. We used
standard cryptographic libraries, including OpenSSL [1] for PRF
and hash functions, 11bNTL [82] for modulo arithmetic. Our source
code is available at: https://github.com/vt-asaplab/FROST.
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Hardware. We used a server with 48-core Intel® Xeon®Platinum
8360Y CPU (2.40 GHz) and 512 GB RAM, running Rocky Linux 8.10.

Parameters. For LWE, we set the secret dimension n = 2048, use
a 64-bit prime number modulus g = 18409157466922956641, set the
error distribution y to be the discrete Gaussian distribution with
standard deviation ¢ = 6.4, and allow correctness error § = 2740
even with the largest BF size m = 11088 (see §6.1.2). Our parameter
selection ensures that the best-known attack against LWE requires
at least about 2'% ring operations to break security, according to
the modern lattice-attack-cost estimator [5]. We selected the BF
size m to ensure less than 1 expected false positive, which is several
orders of magnitude smaller than the number of false positives by
DP, where each keyword hashes to K = 7 BF indices (see Appen-
dix B). Therefore, the false positives observed in our evaluation
come from the DP mechanism rather than BF. We selected plaintext
modulus p’ = 18483887, ciphertext modulus p = 80172943, and the
dimension of state and transformation vectors ¢ = 5 as explained
in §5.2.

Datasets. We used publicly available datasets to evaluate the per-
formance of FROST, as well as its security against leakage abuse
attacks in comparison with other SSE schemes using DP:

® Enron [3]: Enron email corpus, which contains about 500K emails
of 150 employees from Enron corporation. We leveraged the same
standard tokenization method described in Oblix [71]. We stemmed
the words and removed stopwords and words that were >20 or <4
characters long or contained non-alphabetic characters.

e Lucene [2]: Java-user mailing list from the Lucene project, used
by Cash et al. [15]. We took the emails of this mailing list from
September 2001 until May 2020 (around 66,400 emails). Each email
is one document in the dataset, and its keyword list is the set of
words in the main body of the email that are part of an English
dictionary, excluding English stopwords.

e Wiki Dataset [4]: enwiki-latest-pages-article dataset. We
used WikiExtractor [7] to extract 18,607,516 distinct text-only
articles from the dataset and removed empty articles that contain
no keyword. We extracted unique keywords using the standard
tokenization method.

Attack-Resilience Evaluation. We evaluated the resilience of
FROST with state-of-the-art statistical-based leakage abuse attacks.
e Freq [68]: the frequency attack by Liu et al., which uses exclu-
sively frequency information, and simply maps each query token
to the keyword whose frequency is closest in Euclidean distance.
e Jigsaw [74]: Jigsawis an attack by Nie et al., which works by first
recovering the most distinctive queries that contain keywords with
high volumes/frequencies, followed by leveraging co-occurrence
information to further refine and recover the remaining queries. We
used the original implementation and default parameters: a = 0.1,
P = 0.9, BaseRec = 15, ConfRec = 10, and Refspeed = 5.

o THOP [76]: IHOP is an attack by Oya and Kerschbaum that lever-
ages volume and frequency leakage and a heuristic approach to
solve quadratic assignment problem (QAP) via many iterations.
IHOP takes advantage of frequency and volume co-occurrence in-
formation, which refers to how many documents two queries have
in common. At each iteration, it fixes some assignments at random,
and solves the linear assignment problem (LAP) with the remaining

10

Tung Le and Thang Hoang

—_

1 —TgTFROST & CiRE Te  FROST —§ CIRZ

2 0.8 | -3 OSSE  —A- No defense | 2 0.8 | - OSSE  —A- No defense |
< <
- -
g 06| 1 36| .
< A4 -—4--9¢ < A4 —4-—-9
% 0.4 1 04l -
8 g
Zo2| 4 Eoz| e

0255 10 15 20 0255 10 15 20

False Positive Rate (%) False Positive Rate (%)

(a) Enron (b) Lucene
Figure 5: Accuracy of Freq attack (|W| = 1000).
1 TgTFrROST —§ iRz 1 TgTFrROST —§ iRz

b 0.8 |- -3 OSSE  —A- No defens 3 0.8 |- -+ OSSE  —A- No defens
< <
- -
g g 0.6
< <
-4 % 0.4
g g
< Z o2

(=}

0255 10 15 20
False Positive Rate (%)

0255 10 15 20
False Positive Rate (%)

(a) [W/| = 3000 (b) |W| = 5000

Figure 6: Accuracy of Freq attack (Wiki dataset).

free assignments. We used the default parameters pg.. = 0.25 and
Niters = 1000 as recommended by the authors.

We also evaluated against other attacks, including SAP [75] and
GraphM attack [78] in Appendix E.

Counterparts. We compared FROST with state-of-the-art DP-
based SSE schemes, including CLRZ [20] and OSSE [81] with their
default parameters (see our Open Science section). To evaluate
the effectiveness of these defenses to leakage abuse attacks, we
used a subset of 30K documents from different datasets with varied
keyword set sizes [W| € {1000,3000,5000}, and varied FPRs in
the range 0.025-0.2, while TPR = 0.95 is kept constant for all
schemes. We split the dataset into two subsets: 20K documents for
building the user database, and 10K documents for the adversary
to use as auxiliary information. In addition, the attacks make use
of query frequency information obtained from Google Trends as
auxiliary data. For each attack, we report its accuracy, defined
as the proportion of queries for which the underlying keywords
are correctly recovered. To obtain stable and reliable results, we
averaged the accuracy of each attack over 10 executions.

6.1 Results

6.1.1  Accuracy of Attacks. Figure 5 shows the accuracy of Freq at-
tack on FROST and its counterparts over 100K queries with the same
TPR 0.95 and varied FPRs increasing from 0.025 to 0.2. Figure 5a
and Figure 5b are the evaluation on Enron and Lucene datasets, re-
spectively, both with 1K keywords. Without defense (i.e., TPR = 1.0
and FPR = 0.0), the Freq attack achieves 49.4% accuracy on Enron,
and 50.0% on Lucene. CLRZ cannot prevent this attack as it pro-
duces identical obfuscated outputs for the same keyword, thereby
revealing search patterns. Consequently, the attack achieves the
same accuracy when CLRZ is applied. FROST and OSSE effectively
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mitigate this attack since they output fresh obfuscation for repeated
queries, where the attack accuracy is only 8.7%-0.2% on Enron, and
13.3%-0.2% on Lucene (lower is better). This demonstrates that
applying clustering algorithms (e.g., k-means) to group similar re-
sult patterns does not weaken the differential privacy guarantees
provided by FROST and OSSE in protecting search patterns. Fig-
ure 6 presents the attack accuracy on the Wiki dataset over 100K
queries for larger database sizes, 3K and 5K keywords. Without any
defense or when CLRZ is applied, the attack accuracies are 42.4%
(3K keywords, Figure 6a) and 39.9% (5K keywords, Figure 6b). With
FROST and OSSE, only 7.3%-0.1%, and 6.4%-0.1% of queries can be
recovered correctly for 3K and 5K keywords, respectively.

Figure 9 presents the accuracy of Jigsaw attack over 25K queries.
Without obfuscation, the attack can recover queried keywords with
accuracy 81.4% and 81.2% for Enron and Lucene, respectively. For
Enron dataset (Figure 9a), the attack accuracy drops from 3.3% to
1.0% for FROST, 7.2%-1.1% for OSSE, and 49.3%-17.0% for CLRZ.
For Lucene dataset (Figure 9b), the corresponding figures are 27.2%-
2.7%, 24.6%—-2.2%, and 56.2%-20.6% for FROST, OSSE, and CLRZ,
respectively. FROST and OSSE perform very closely overall, in
which differences are insignificant and not monotonic in FPR since
the differential privacy parameter € is the same in both works.
As mentioned in [74], Jigsaw is good at recovering high-volume
queries, which is about 10% of data per Zipfian law. It is explained
in [74] that the accuracy of the attack can be negatively affected
for data that does not follow Zipfian law, e.g., by padding random
noise. Furthermore, the attack accuracy mostly relies on the pre-
cise recovery of distinctive queries, i.e., queries with distinguished
frequency/volume. Figure 10 shows the accuracy of the Jigsaw
attack on Wiki dataset with 3K keywords over 90K queries, and 5K
keywords over 150K queries. Per Figure 10, without any defense,
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Jigsaw attack achieves accuracy 45.5% and 59.7% for 3K and 5K
keywords, respectively. FROST and OSSE can significantly reduce
these numbers, which decline down to 1.2%-0.3% for FROST, 1.2%—
0.2% for OSSE (Figure 10a), and 2.4%-0.3% for FROST, 2.6%-0.3%
for OSSE (Figure 10b), while the corresponding figures of CLRZ are
25.5%-13.5% and 33.7%-17.8%. This emphasizes the importance of
protecting result patterns with fresh obfuscation to also obfuscate
search patterns, which can only be achieved with FROST and OSSE,
but cannot with CLRZ.

Figure 7 shows the accuracy of IHOP attack. Due to the high
computational complexity of this attack, we tested with a smaller
number of queries, which is 10K queries with 1K keywords. Without
defense, the attack achieves accuracy 93.0% for Enron (Figure 7a)
and 97.5% for Lucene (Figure 7b). For Enron dataset, the accuracy of
the attack decreases from 2.1% down to 0.6% with FROST and OSSE,
and 87.0%-28.5% with CLRZ. For Lucene dataset, the corresponding
figures of the attack are 3.0%—1.3% for FROST and OSSE, and 88.8%—
32.7% for CLRZ. DP-based approaches can mitigate the effectiveness
of IHOP attack since it can obfuscate result patterns, falsifying the
volume co-occurrence leakage information. Moreover, FROST and
OSSE also obfuscate search patterns, reducing the impact of query
frequency leakage. Figure 8 shows the accuracy of IHOP attack on
Wiki dataset with significantly large numbers of queries and key-
words, 30K queries with 3K keywords (Figure 8a), and 50K queries
with 5K keywords (Figure 8b). Without defense, THOP attack can
precisely recover 73.9% of queries with database including 3K key-
words, and 69.3% with 5K keywords. However, FROST and OSSE can
reduce the attack accuracy down to 14.0%-3.1% with 3K keywords,
and to 13.6%-3.0% with 5K keywords, while the corresponding fig-
ures of CLRZ are 76.2%-42.6%, and 73.7%—-40.4%, respectively. We
notice that under FROST and OSSE defenses, increasing the number
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Figure 12: Total search delay and bandwidth (Enron, 32K documents).

of queries leads to lower accuracy and requires much longer attack
execution time.

6.1.2  Keyword Search. For keyword search, we only used 8 CPU
cores for evaluation. Figure 11 shows the total search delay and
user bandwidth with the Enron dataset, where each email has an
average of 73.2 keywords. We set TPR = 0.95 and FPR = 0.1. For
the number of documents increasing from 210 6 219 e selected
the corresponding BF sizes m € {2912, 3745, 4676, 5810, 7273, 8099}.
Figure 11a presents the total delay to execute a keyword search, in
which FROST takes 2.95s-1683.6s, OSSE takes 28798.85s—806757.0s,
and CLRZ takes 10.0ms-120.8ms. FROST is 479.2X-10012.6X faster
than OSSE while providing the same security guarantee. Although
CLRZ is more efficient, it does not produce fresh obfuscations for
repeated queries on the same keyword, thereby leaking search
patterns. Figure 11b demonstrates the user bandwidth, including the
query and response size for a keyword search. The communication
cost of FROST increases from 1.6 MB to 144.9 MB, while that of
OSSE is 5.9 GB-163.9 GB, which is 1157.9X-3747.9% larger.

Figure 12 shows the total search delay and user bandwidth for
a subset of 32K documents with TPR = 0.95 and varied FPRs, in-
creasing from 0.025 to 0.2. While FROST and CLRZ remain nearly
unchanged, OSSE incurs significantly more delay and communica-
tion cost when increasing FPR. In particular, for Figure 12a, while
the delay of OSSE rises sharply from 39466.2s to 130980.0s, that
of FROST just slightly increases 86.1s-86.7s, and 11.2ms—-12.5ms
for CLRZ. Regarding communication cost (Figure 12b), OSSE in-
curs 8.0 GB-26.5 GB, whereas the bandwidth overhead of FROST is
around 10.8 MB, and that of CLRZ is 4.3 KB-26.6 KB. The reason for
the overhead of OSSE is when increasing FPR, the user must send
additional search tokens, requiring extra computation for search,
thereby incurring higher latency and bandwidth cost.
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Figure 14: Total search delay and bandwidth (Wiki, 256K documents).

We also executed the same experiments with the Wiki dataset.
In particular, we excluded documents containing no keywords,
and randomly sampled 500K documents. For our extracted sub-
set, each document has an average of 100.3 keywords. For the
number of documents increasing from 210 to 21°, we selected the
corresponding BF sizes m € {3983, 5124, 6398, 7966, 9954, 11088}.
Figure 13 illustrates the total search delay and bandwidth overhead
with varied numbers of documents. For Figure 13a, FROST, OSSE,
and CLRZ correspondingly take 2.9s-1762.2s, 28819.85-810216.6s,
10.2ms-121.9ms to execute a keyword search. FROST is 459.8x—
9988.5% faster than OSSE and 281.9xX-14456.7x slower than CLRZ.
For Figure 13b, the communication costs of FROST, OSSE, and
CLRZ are 1.9 MB-145.7 MB, 5.8 GB-163.9 GB, and 0.4 KB-206.4 KB,
respectively. FROST incurs 1151.9X-3161.9% smaller bandwidth
overhead than OSSE, while requiring an additional 1.9 MB-145.5
MB compared to CLRZ as a trade-off for protecting the search pat-
terns. Figure 14 presents the total search delay and user bandwidth
for a subset of 256K documents with varied FPRs. While FROST and
CLRZ remain virtually unchanged, in which FROST takes 839.0s—
854.6s, and CLRZ takes 43.2ms—52.7ms, the total search delay of
OSSE increases from 122188.8s-843029.4s (Figure 14a). Also, the
bandwidth overhead of OSSE rises from 24.7 GB-170.5 GB, while
that of FROST and CLRZ is 74.2 MB-74.4 MB, and 26.5 KB-205.2 KB,
respectively (Figure 14b).

Privacy-utility trade-offs and parameter insights. For re-
peated queries, FROST generates fresh obfuscation each time be-
cause TPSet and FPSet are sampled anew per query, so repeated
executions of the same keyword search do not return the same
noisy result patterns, which is the same as OSSE, and stronger than
CLRZ. For closely related or correlated queries, the privacy-utility
trade-off is more application-dependent and depends on user be-
havior and database characteristics in the concrete deployment. For
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the evaluation in this section, we selected TPR and FPR to make
existing attacks close to nearly random-guessing. Intuitively, with
DP-based SE, larger false negative rate (i.e., lower TPR) affects util-
ity and bandwidth, while larger FPR only increases extra returned
documents and bandwidth. Unlike OSSE, FROST’s query size and
server computation are independent of TPR and FPR.

6.1.3  Document Update. As OSSE and CLRZ do not explicitly pro-
vide update functionality, we only evaluate the performance of
document update for FROST in Figure 15. When increasing the BF
size from 2912 to 8099 and keeping the same number of updated
keywords as 100, it takes 0.3s-0.9s to update a document.

7 Related Work

SSE. SSE was first introduced and formalized by Song et al. [83]. SSE
enables encrypted queries to be executed over encrypted data using
an encrypted index, while supporting enhanced security properties
like forward privacy [13, 60], backward privacy [14, 40, 86, 87],
efficiency improvements [18, 29], and extended query capabilities
[57], as well as support for updates [17, 45, 53, 85]. Despite these
benefits, many SSE schemes are susceptible to statistical inference
attacks [15, 43, 55, 76, 78, 96], which often exploit inherent leakage
patterns such as search [59, 68, 75], result [51], volume [61], and file-
injection [99, 100]. Xu et al. [96] demonstrated that even schemes
with strong security guarantees, such as forward and backward
privacy, still remain vulnerable to leakage-abuse attacks.

Multi-User SSE. While SSE primarily supports single-user access,
several approaches have been developed to extend functionality
to multi-user scenarios [19, 56]. For instance, Chamani et al. [19]
introduced a multi-user SSE model that incorporates data and query
policy enforcement, along with verifiability through blockchain
technology. The scheme in [56] allows users to query encrypted
data without direct interaction with the data owner, relying instead
on helper users. Other solutions either assume all users are trusted
[28] or involve resource-intensive cryptographic mechanisms like
MPC [34, 52, 63]. The scheme in [52] employs two independent cus-
todians running a garbled circuit protocol to create search tokens,
though it still reveals typical SSE leakage such as search, volume,
and result patterns. Leakage mitigation techniques [39] can reduce
some exposure but are mainly suited for single-user settings due to
the high overhead of index rebuilding. Applying such techniques in
multi-user contexts, where readers and writers are distinct, requires
writers to monitor readers’ query activities to maintain security.
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Multi-key SSE schemes [56, 95] offer decentralized access across
users, yet they do not eliminate pattern leakage.

PKSE. PKSE schemes [8, 12, 32, 97] enable support for multiple
writers; however, they do not ensure forward privacy, making them
susceptible to file-injection attacks [100]. While hybrid model [92]
can provide forward privacy, they require each writer to be actively
involved in periodically regenerating encrypted tokens. Further-
more, many PKSE approaches are prone to be vulnerable by KGA.
Some PKSE schemes can prevent KGA, but they depend on the
presence of a trusted third party [58, 66, 93], or trusted setup [65].

Oblivious storage systems. Oblivious storage platforms make
use of ORAM and/or PIR techniques to conceal search and result
patterns during data operations such as retrieval or sharing [10,
21, 22, 24, 28, 69, 70], and keyword search [30, 34, 38, 49, 64, 73].
DP-based approach [20] can obfuscate result patterns, but still leaks
search patterns or comes at the cost of significant computation and
communication overhead to also hide search patterns [81].

Hardware-assisted SE. Trusted hardware technologies, such as
Intel SGX [25], have been employed to develop efficient oblivious
platforms supporting a range of tasks, including keyword search
[37, 48, 71], SQL queries [33, 36], data storage [27, 47], and oblivi-
ous memory [88]. These systems rely on specific hardware security
guarantees, such as isolation, resistance to tampering, and protec-
tion against side-channel attacks.

8 Conclusion

In this paper, we proposed and designed FROST, a new SSE scheme
that conceals search patterns and obfuscates result patterns to
mitigate leakage-abuse query-recovery attacks while maintaining
high efficiency and requiring only a single communication round
for keyword search. Compared with OSSE, the state-of-the-art SSE
design with DP, FROST offers a significant advance in terms of
concrete performance. In addition, we introduced RePIR, a new
primitive for private information retrieval on a private database
that supports output rerandomization, and also a novel approach
for applying DP in SSE by using state and transformation vectors.
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Open Science

Our FROST implementation is available at: https://github.com/vt-
asaplab/FROST. The repository includes a file README . md provid-
ing detailed instructions for setup, building the project, dataset
extraction, and program execution.

We evaluated the effectiveness of DP-based approaches includ-
ing our FROST, CLRZ [20], and OSSE [81] against the Freq [68],
IHOP [76], SAP [75], and GraphM [78] attacks using the implemen-
tation available at https://github.com/simon-oya/USENIX22-ihop-
code/, and against the Jigsaw [74] attack using the implementation
at https://github.com/JigsawAttack/JigsawAttack/. For complete-
ness, we also included the implementation of these attacks in our
repository. For evaluating keyword search performance, we re-
ported results based on the publicly available artifacts of OSSE:
https://github.com/z6shang/OSSE/, and CLRZ: https://github.com/
donnod/APOSSE/. The CLRZ implementation instantiates its un-
derlying SSE using the RR2Lev scheme from the open-source SSE
library Clusion https://github.com/encryptedsystems/Clusion/.
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A  Proof of RePIR (Theorem 1)

We prove correctness and security of our RePIR as follows.

Correctness. Consider the user that interacts with the server to
query for the data at index v € [m]. Let u denote the unit vector v
in ZZ’ (i.e., the vector of all zeros, with a single ‘1” at index v). The
Answer routine in RePIR computes:

d = [EIDX - q - hint - s[5 /A
=[EIDX-(A-s+e+A-u)
—(EIDX-A-B7Y)-B-s+C-s'|p/A
=[EIDX-A-u+C-s’ +EIDX-e|p/A
= EIDX[*,0] + |C-s"]a/A + €’ (mod p),
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with e’ € {0,1}V, and for i € [N]:

d[i] = (&[i] +(e[i] <2) = |[C-s'Ja/Al] —F(K,v||i||cnti)) >z

—

- ((lDX[i,v] <2)+|C-s'|a/Ali]] +¢

+(xli] < 2) = [C-5'|a/ALi]) > 2
= IDX[i,v] + r[i] (mod p),
where z = 1, and EIDX[*,v] denotes column v of the encrypted
database EIDX, and IDX[i, v] denotes the element at (i,v) in data-

base IDX. Recovery succeeds if and only if (EIDX[i, %] - €) < A and
P’ 3 ZZ+1 <p.

Proor oF CORRECTNESS. We can guarantee successful retrieval
by ensuring that [p/2] - m - |e|lo < A (because we can store the
encrypted database entries, which are elements in Zyp, as values in
the range {—|p/2]),-|p/2] + 1,...,[p/2] — 1}, so that they have
maximal norm | p/2]). However, we instead use a tighter bound on
(EIDX[i, *] - €) by relying on properties of the error distribution, y.
As a result, we will obtain a scheme which retrieval succeeds with
probability 1 — § (rather than 1) with a larger plaintext modulus, p.

Indeed, as y is the discrete Gaussian distribution with variance
0% = ZS—; for some s > 0, by [67, Lemma 2.2] [9, Lemma 2.4], for any
T > 0, it holds that,

Pr|(EIDX[i,+] - ) > T - s||EIDX[i, #]||] < 2 exp(-7 - T?),
where ||.|| denotes the Euclidean norm.
Taking T = A/(s - ||[EIDX[i, *]||), we see that
Pr[(EIDX[i,+] - e) > A] <,

as long as

A 2
2exp|-n-|—— | | <6
i (s-nEIDX[i,*]n) =

Equivalently, recovery fails with probability at most &, if

A > s - ||[EIDX[i, ]| - 1/@.

Again, as we can store the elements in EIDX in the range [—| p/2], | p/2]],
we have that

EIDX[i, ¥][| < \/m - [p/2]% = Vm - |p/2].

In addition, we know that s = ¢ - V2x. Thus, recovery fails with
probability at most §, as long as:

lg/p) > o-N2m-\m-p/2- ln(72[/5)’

or, equivalently,

la/pl > V2/2-0-p-ym-In(2/5),

By (3), this condition holds. Thus, RePIR is correct, except with
error probability at most J. O

Security. Security of RePIR follows from the fact that the LWE
problem is hard, even when the LWE matrix A is reused across
many independent trials, each using an independently generated

LWE secret s i ZZ, as shown in prior work [77, Lemma 7.3]. We
connect the security of RePIR to the hardness of LWE with the
following lemma:
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Lemma 1. Let N X m be the database size, (n, q, y) be the LWE pa-
rameters, A € ZZI"X" be the random LWE matrix, and B € ZZX", Ce

ZQIX” be the secret random matrices used in RePIR, in which B has
linearly independent rows. For any i € [m], we define the distribution

Qi = {(A qu;) : (qQu;,_) « Query(i, k,st)}.

If the (n, g, ¥)-LWE problem with m samples is (T, €)-hard, then
any algorithm running in time T — O(m) can have success probabil-

ity at most € in distinguishing Q; from the distribution {(A, r1, r2, 13) :

$ s $ $
Iy« Z{Z”,rz — Zg,rg — Zg’}.

Proor. Consider any index i € [m] and let u; denote unit vector
iin Z;”. Additionally, we define the following distributions:

e Dy ={(A,A~s+e,B-s,m):siZn,ei)fm,miZg[},and

e Dy ={(Ar,12,13): 1] i Z;”,rz <$; Zg,rg <$; ZQI}

Now, consider the simulator S that, given as input (A, v,s’,m) €

ZZ‘ X 2; X ZqN computes and outputs (A, v+ |g/p] - u;,s’, m). We

observe that:

e When (A, v,s’, m) is sampled from Dj, the simulator’s output is
distributed identically to Q;.

e When (A, v, s’, m) is sampled from D5, the simulator’s output is
distributed identically to D,.

As the (n, g, y)-LWE problem with m samples is (T, €)-hard, we

know that any algorithm running in time T has advantage at most

€ in distinguishing between D and Dy. Our simulator S runs in

time O(m). Thus, it must hold that any algorithm distinguishing

between Q; and D, in time at most T — O(m) can have success

probability at most €. O

Lemma 1 shows that any algorithm running in time T — O (m)
can distinguish the queries made by the user in RePIR from random
vectors in Z('I" with success probability at most é. Therefore, any
algorithm running in time T — O(m) can distinguish the queries
made by the user in RePIR to any index i € [m] with success
probability at most €. In other words, RePIR is (T —O(m), €)-secure.

We can extend the security definition in §4.1 to handle Q queries
by requiring that any two sequences of Q queries produce indis-
tinguishable query distributions. A hybrid argument proves the
following corollary:

Corollary 1 (Q-query security of RePIR). For any sequence I €
[m]Q of Q indices, we define Dy to be the query distribution that it
induces, i.e.,

Dy = {(A,qug) : (qug, ) < Query(Ix, k. st) bre[0]
Also, we define the random query distribution, R:

R = {(A,l'l,l'z,l'3) 5 & Z;",rz & Zg,rg & Zg]

}kE [Q]
If the (n, q, x)-LWE problem with m samples is (T, €)-hard, then Dy
is (T — O(Qnm), Qé)-indistinguishable from R.
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Proor. The proof follows by a standard hybrid argument. Let

I € [m]? be a sequence of Q indices. For any j € [Q], we define
the hybrid distribution, Hj:

Hj = {(A, I‘1,I‘2,I‘3) I i Z;n’ r (i ZZ, r3 (i ZSI}
ke{l,....j)
U{(A, qui) : (qug,_) < Query (I, &, 5t) bre (j+1,...0} -
In other words, Hj is the distribution where the first j queries are
truly random vectors, and the remaining (Q— j) queries are sampled
from Dr. As such, Hy = Dy, while Hp = R.

Now, consider any algorithm A that runs in time ¢ and distin-
guishes between distributions Hy and Hp with advantage at least p.
For any j € [Q], we define p; to be the probability that A outputs
1 when given samples from H;. By definition,

0
p=1Ipo—pol = | (pj — pj-1)]-
i

Thus, there exists some j* € [Q] such that
lpj* —pjr-1l 2 p/Q.

Using A as a subroutine, we then build an algorithm 8 that
distinguishes between the distributions QIJ-* (defined in Lemma 1)

and {(A, r1,T,I3) : Iy i Zg’,rz i Z;,r3 i Zfl\]} .

B(A, b1, by, b3):

DK & {0,1}4; st (sty, sty ..., stn), where st; «— 0 fori € [N]

: for j=1to j* — 1do

Compute rj; & Z;”,rjyg & Z;, Ij3 & Z{I"

cforj=j"+1,..., Qdo

Compute (quj,i) « Query (I}, k, st)

: Output
A((A,r1,1,712,713), -, (AT ey 1, T sy 9, T s 5), (A, by, ba, bs),
(A, qujeyy)s- -5 (A qug))

[ R N

Then, we observe that:

When B is given an input sampled from Qlj* , the input that 8
feeds to A is distributed following Hj+. As such, 8 outputs 1
with probability p j«.

When 8 is given an input sampled from {(A, r1,r2,13) : 17 <i
ZZI” 2 i Zg r3 i Zfl‘]} the input that B feeds to A is dis-
tributed following Hj+,1. As such, 8 outputs 1 with probability
Pj*+1-

So, 8 distinguishes between the distributions Qlj* and {(A,ry, 12, 13) :

r (i ZZ’, I i Z;, 3 i ZZIV} with advantage at least |pj« —
pjr—1| = p/Q. Further, 8 runs in time t + O(Qn(m+ N)), as Query
takes time O(n(m+ N)).

By Lemma 1, we conclude that, if the (n, g, y)-LWE problem with
m samples is (T, €)-hard and t+O(Qn(m+N)) < T—0O(m), it must
hold that p/Q < €. In other words, if the (n, g, y)-LWE problem
with m samples is (T, €)-hard, then Dy is (O(T — Qn(m+ N)), Qé)-
indistinguishable from R. O
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B Evenly-Partitioned Bloom Filter

In this section, we present a variant of the Bloom filter (BF) in which
each of the hash functions Hi, Hy, . . ., H maps to a unique partition
among k predefined partitions, rather than mapping randomly as
in standard BF. For H;, the valid positions to hash into are those
not belonging to partitions selected by any previous H; with j < i.
We compute the FPR of the evenly-partitioned BF as follows. Let
k be the number of hash functions and each has no significant
correlation between each other, then the probability that the bit is
not set to 1 by any of the hash functions is:

k 1
LI~ m

i=1

If we have inserted n elements, the probability that a certain bit is

still 0 is:
k 1 n
[ (1 - m)
i=1 k
Now test membership of an element that is not in the set. Each of
the k array positions computed by the hash functions is 1 with a
probability as above. The probability of all of them being 1, which
would cause the algorithm to erroneously claim that the element is
in the set, is given as:

- )

i=1
Compared with the FPR formula of standard BF, € = (1 — (1 —
%)k")k , we need to increase BF size m to maintain the equivalent
FPR. For example, with k = 7 and m = 8080, our evenly-partitioned
BF can achieve the FPR equivalent to standard BF with the same k
and m = 3120, which is approximate 1.8¢e~°.

k

C Differential Privacy Analysis (Theorem 2)

We prove the differential privacy guarantees of FROST stated in
Theorem 2 by adapting the differential privacy analysis of OSSE
[81, Appendix A] as follows. We begin by introducing the following
results on ratios of probability distributions.

Let A ~ Bern(p) and B ~ Bern(q) be two Bernoulli random
variables. We have the following result:

Lemma 2. For a € {0,1}:

Pr(A+B:a)<q+p(1—q) @
Pr(B=a) q ’
Pr(B=a) 1 )

Pr(A+B=a) ~ 1-p

Proor. The ratio takes the following values depending on a:

(1-p-q _ e o
PA+B=o) | (-@ " Ha=o
Pr(B=a)  |p+(1-p)g_gq+p(l-9)

otherwise.

q q
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The bounds in (4) and (5) follow from the fact that 1 —p < —q+P(ql —9) .
O

C.1 Differential Privacy for Documents

We derive the € guarantee that DSSE provides according to Defini-
tion 11. We use M to denote the randomized mechanism that takes
the outsourced dataset D and a single query for keyword w and
outputs the obfuscated result pattern for that w, i.e., I:[W. Regarding
definition, the obfuscated result pattern 1,, is a N-sized random
vector characterized by:

S Bern(p) + Bern(q)
wit ™ {Bern(q)

ifw e DIi],
ifw ¢ DJi],

Let D and D’ be two adjacent datasets that are identical except
for their k-th document (D[k] and D’ [k], respectively). These
documents differ in a single keyword. Let w. be the keyword that is
only in D[k], and w), the keyword that is only in D’ [k]. Let II,, be
the random output of M(D, w), and fI(A, be the random output of
M(D’, w). Let 7 be a particular observed obfuscated result pattern.
Then, we want to find an upper bound for the ratio:

Pr(M(D,w) =n) _ Pr(Il,, = n) _ ﬁ Pr(Ml,,[i] = =[i])

Pr(M(D’,w) =n)  Pr(IT,, = 1) Pr(IT, [i] = #[i])

If w ¢ {w,, w,.}, then this ratio is equal to one. Now consider the

fori e [N]. (6)

i=1

case where w = w.. In that case, the distribution of II,,[i] and
I, [i] is the same, except for i = k (since w is in D[k] but not in
D’ [k]). Therefore, we have:
Pr(M(D,w) =n) _ Pr(Il,, [k] = x[k])
Pr(M(D’,w) =n)  Pr(IT), [k] = x[k])
Since I1.,, [k] ~ Bern(p) + Bern(q) and I:['W* [k] ~ Bern(q), we
can bound the left coefficient using (4):
PEMD.w)=7) _q+p(l-q _  p(-q)
Pr(M(D’,w) =n) = q q
We can follow the same procedure to prove the bound when the
user queries for w}, which is:
Pr(M(D,w) = x) _ Pr(ll,[K] = x[K]) _ 1
Pr(M(D’,w) =) ~ Pr(IT, [k] = n 1-p’

(kD)
For both cases, we have:

PrOM(D,w) =7) _ (1+ p0-9) Ly, b
Pr(M(D’,w) = m) = 9 J1-p q(1-p)’

Finally, if we consider a sequence of ¢ queries, in the worst case all
of them are for either w; or wi, so the differential privacy guarantee

according to Definition 11 is:

_ p
e_ln(Hq(l—p))’

which is identical to that of OSSE [81, Eq. (32)]. Using TPR = p +
q(1 - p) and FPR = q, we obtain the value in Theorem 2.
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C.2 Differential Privacy for Keywords

Consider a database D, and a pair of neighboring keyword lists
w,w’ € W¥I that are identical except for their k-th element, that
is w in w and w’ in w’. Let II,, be the output of M (D, w) and I,/
be the output of M (D, w’). Then, we want to find an upper bound
for the ratio:

Pr(M(D,w)=7x) Pr(fl,=m) _ ﬁ Pr(Ily[i] = 7[i])

Pr(M(D,w') =n) ~ Pr(llyy =x) L) Pr(fy[i] = x[i])

For i € [N], the distribution of IT,,[i] and I,y [i] will be different
if D[i] contains only one of {w, w’}. Let D1 be the indices of
documents that do not contain w but contain w’. For i € Dy,
Ou[i] ~ Bern(q) and Oy [i] ~ Bern(p) + Bern(q). The ratio
between the probabilities of these distributions can be bounded
using (5). Likewise, define Dy o (indices of documents that contain
w but do not contain w’), D11 (contain both), and Dy (contain
neither). Using (4) and (5), we can get:

i=1

1, if i € Do,;
~ 1 f .
Pr(fl,[i] = [i) _ | TP if i € Do,i;
Pr(fly [i] = ali]) ~ | 2029 if i e Dy
1, ifi € Dy.
Therefore:
]ﬁ[ Pr(ily[i] = x[i]) <( 1 )'D‘“' (q+p(1—q))'Dly°'
izt Pr(ILy (il = x[i]) ~ \1-p q
3 ( 1 )|D0,1|+|D1,0| (C|+P(1 _q))|D1,o|+|Do,1|
“\1-p q
[Do1|+| D1l
ooty
q(1-p)

and therefore according to Definition 12:

p
e=In(1+ R
( q(1-p) )
which is identical to that of OSSE [81, Eq. (44)] and implies Theo-
rem 2.

D Security Proof of FROST (Theorem 3)

We prove that FROST is adaptively semantically secure when the
underlying RePIR is simulation-based secure (SIM-secure) by adapt-
ing the semantic security analysis of OSSE [81, Section VI]. For
this, we show that a simulator receiving the obfuscated trace can
simulate the view of an adversary who is allowed to adaptively
issue queries, which is defined as follows:

Definition 14 (Obfuscated Trace). The trace of a history H;y when
searching for t keywords w in FROST, called obfuscated trace and
denoted by T, is:

T(Ht) = (Id(D)’ Ns m, ﬁW) 5
whereIly, is the obfuscated result pattern for the query vector w, with

the it"-row fIW[i] is characterized by (6), N and m are the number of
documents and keyword representation size, respectively.
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PRrROOF. Let S be a simulator that sees a partial obfuscated trace
T(H 7). We show that this simulator can generate a view (V)™ that
is indistinguishable from the actual partial view of the adversary
Vi (Hy) for all 0 < s < t, all polynomial-bounded functions gp, all
probabilistic polynomial-time adversaries A, and all distributions

H;; except with a negligible probability, where ¢t € N, H; & Hy
and (k, st, EDB) « Setup(l’l).

We recall the notions of (partial) view and (partial) obfuscated
trace in FROST:

Vie(Hy) = (id(D), E(D[1]). ..., E(DIN]), EDB,

S1, ..., 85U, ),
Vi (Hy) = (id(D), 8(D[1]),...,E(D[N]), EDB,
S1,.0 0585 ULy, Us)

T(Hy) = (id(D), N, m. Ty 17. - .. Type))
T(H}) = (id(D), N.m, Iy [1]. - - - T s))-

First, note that simulating id(D) is trivial since we assumed that
id(D) = (1,...,N). Also, encrypted documents E(D|i]) are in-

distinguishable from a random string e} & {0, 1}1 Pl since &
is semantically secure. Similarly, update tokens uy, ..., u; are in-
distinguishable from random by the security guarantee of pseu-
dorandom functions. However, simulating the encrypted database
EDB = (EIDX, hint) and the search token s is non-trivial.

Since the underlying RePIR is SIM-secure, there exists a simu-
lator Spepir, Which can simulate RePIR, namely Sgepir has access
to a query generation oracle Sgepir.Query and an answer oracle
SRepIR-Answer such that the outputs of the two oracles are indis-
tinguishable from those of RePIR.Query and RePIR.Answer.

e Simulate EDB. Attime s = 0, S only holds f(H?) = (id(D),N, m)
by which it generates EDB as follows: for a document i with an
empty set of keywords, S calls Sprost.UpdtTkn(st*, k*, i, {@})

to compute EIDX*[i, ] and hint*[i, ], where x* & {0,1}4, and
st} « 0. EIDX" and hint" can be obtained by combining all
EIDX*[i, ] and hint*[i, =] together, respectively. Also, S sets
EDB* « {EIDX*, hint*}. We claim that EDB”* is indistinguish-
able from EDB which will be proved below.

e Simulate s;. At time s < ¢, S knows f(Hts ), by which it simu-
lates s as follows (simulations of s, for k < s, can be constructed
similarly). Initialize an empty set FPSet. For i € [N], add i to
FPSet if fIw[s] [i] = 1. Run lines 5 onward of Figure 3 to get the
search token set 3. We prove that s; and s are indistinguishable.

e Indistinguishability. We prove that EDB* and s* are indistin-
guishable from EDB and s by contradiction: if there exists an
adversary A which can distinguish EDB* and s* from EDB and s,
we show that A breaks SIM-security. Assume A can distinguish
EDB* and s* from EDB and s. Let {xjo} (resp. {xj1}) be the
underlying secrets of EIDX[, j] (resp. EIDX* [, j]), and {y;o}
(resp. {y;,1}) be the underlying secrets of s; (resp. s}). Consider
the following two security games where one is between A and
RePIR, denoted by G repir, and the other one is between A
and Sgepir, denoted by G 7 s;.p1z- In both games, the adversary
A issues the same queries as follows:

(1) Ciphertext query. A queries (xj,0,%j,1), Y j € [m].
(2) Token query. A queries (yj,0,yj,1), Vj € [|sil], where |s]
means the number of tokens in ;.
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Figure 16: Accuracy of SAP attack (|W| = 1000).
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Figure 17: Accuracy of GraphM attack (|W| = 1000).

In G 7 RepIR, With probability 1/2, b = 0 and RePIR outputs EDB’
and s] (since RePIR is probabilistic) which are indistinguishable
from EDB and s;. Likewise, in G z_s;,pz» With probability 1/2,b =1
and Sgepir outputs EDB* and s;ﬁl (since SgepIr is probabilistic)
which are indistinguishable from EDB* and s

Since A can distinguish EDB* and s;“ from EDB and s;, it must
be able to distinguish EDB’ and s; from EDB* and s;‘/, namely A
can distinguish the game with RePIR, denoted by G 4 repir (the real
world) from the game with Sgep|r, denoted by Gz s, (the ideal
world). This contradicts the fact RePIR is SIM-secure. Therefore, A
cannot distinguish EDB* and s} from EDB and s;, and thus FROST
is adaptively semantically secure. O
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E Additional Evaluation

We evaluated the effectiveness of differential privacy approaches
against other modern pattern leakage attacks including:

e SAP [75]: SAP is an attack by Oya and Kerschbaum that uses
search result pattern leakage and a maximum likelihood approach
to solve a LAP. Different from IHOP, which takes frequency and vol-
ume co-occurrence into account, SAP only uses individual keyword
frequency and volume information. We used the original imple-
mentation by the authors. We set the hyperparameter « = 0.5 as
recommended by the authors.

e GraphM [78]: GraphM is a graph matching attack by Pouliot and
Wright, which aims at solving a labeled graph matching problem
(a QAP) by a heuristic convex-concave relaxation method using
PATH algorithm [98]. It is quite similar to the IHOP attack [76]
(see §6.1.1) as both aim to solve the same underlying optimization

problem (a QAP), but IHOP uses a refined cost function with a
heuristic approach for better convergence. We set the default weight

parameter o = 0.5, since we empirically found it performs the best.

Figure 16 shows the accuracy of SAP attack over 10K queries,
which reaches 37.4% and 49.4% for Enron and Lucene datasets, re-
spectively, without any defense. On Enron dataset (Figure 16a),
when maintaining the TPR = 0.95 and increasing the FPR from
0.025 to 0.2, the attack accuracy is 3.4%-1.4% for FROST and OSSE,
and 34.4%-26.2% for CLRZ. On Lucene dataset (Figure 16b), the
corresponding figures are 3.3%-2.2% for FROST and OSSE, and
46.4%-37.0% for CLRZ. Since the SAP attack depends on individual
query/keyword frequency and volume information, DP-based tech-
niques reduce its effectiveness by adding false positives, thereby
skewing the volume leakage distribution. Also, FROST and OSSE
further obfuscate search patterns, making it difficult to infer true
query frequency information.

Figure 17 presents the accuracy of GraphM attack on Enron and
Lucene datasets with 1K keywords and over 10K queries. Without
any defense, this attack can precisely recover 67.3% of queries on
Enron dataset (Figure 17a), and 28.3% of queries on Lucene dataset
(Figure 17b). For Enron dataset, the attack accuracy of GraphM drops
to 4.6%—-0.2% for FROST and OSSE, and 18.8%-0.6% for CLRZ. For
Lucene dataset, the corresponding figures are 3.3%-0.1% for FROST
and OSSE, and 11.4%-4.2% for CLRZ.
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